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V-Alert Intrusion Detection Security System  
 

1. INTRODUCTION 
 

1.1. The V-Alert System is a unique and versatile ELECTRONIC SENSOR 
based system providing a wide range of integrated outdoor and indoor 
security solutions.  

1.2. This system detects intrusion attempts caused by cutting or climbing the 
fencing barrier or attempts to break through walls or steal or damage 
protected objects.  

1.3. The Electronic Sensor replaces traditional mechanical sensors and has distinct 
technological advantages over other electronic sensors. 

 
2. SYSTEM ADVANTAGES 

 
 

2.1. The major advantages of the V-Alert Intrusion Detection System are: 
  

 Electronic Sensor with NO moving parts – solid-state electronics 
 Higher detection resolution - each sensor provides an independent alarm indication. 
 The ability to suit a wider range of applications due to the systems technological 

capabilities. 
 Independent alarm indications from each sensor. Each sensor has a unique ID 
 Rugged and Sealed to meet harsh environmental condition (inc. underwater) 
 The sensitivity of each sensor can be changed according to the barrier on which 

the sensor is installed. 
 Can detect intrusion attempts on walls, window bars or other solid structures or 

objects. 
 ACT (Adaptive Calibration Technology) our unique technology enables 

extremely high detection with negligible false alarm rates 
 Adjustable Sensitivity of individual sensors in TWO separate detection axes 
 3 m pinpoint detection resolution on perimeter fences 
 MANY DIFFERENT applications in the same sensor line 
 V-Alert  enables unlimited detection solutions for wide range of applications 

 
 

2.2. TYPICAL APPLICATIONS 
 

 Any type of Perimeter Fence and barriers (wall, chainlink, welded mesh, 
ornamental, metal posts, taut wire, barbed wire, etc.) 

 Solar Farms and Solar Panels 
 Cellular and communication base stations 
 Utilities – Water, Gas, Electricity  
 Power plants 
 Industrial and Military Sites 
 Port and Airports 
 Bank Safety Deposit Boxes, ATM’s, Vending machines 
 Mobile assets 
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2.3. Comparison tables our included below in Annex 1 and Annex 2 respectively 
 

2.3.1. Annex 1: V-Alert compared with other Vibration Detection Systems 
2.3.2. Annex 2: V-Alert compared with other fence-mounted systems 

 
 
3. SYSTEM DESCRIPTION 

 
3.1. V-Alert Sensors and Cable (Part No. VAF3) 
 

3.1.1. The system consists of a 4 ply twisted pair cable connecting V-Alert sensors 
spaced 3 m apart. 

3.1.2. The sensor line is typically 150 m in length, consisting of 50 sensors. 
3.1.3. The sensor + cable is to be connected to the existing fence on site 

approximately 120–170 cm above the ground level, depending on the nature 
and height of the existing fence barrier. 

3.1.4. The V-Alert technology enables the installation on almost any fencing barrier 
without having to upgrade the existing fencing barrier.  

3.1.5. Typical fencing barriers on which the V-Alert system can be installed include: 
Chain Link fencing, welded mesh fencing and other metal fabric fences.   

3.1.6. The unique V-Alert Technology enables the installation on Barbed Wire 
fencing wires as well as on Electric Security Fencing wires.  

3.1.7. The system can also be installed on walls where it will detect any attempt at 
breaking through the wall. 

3.1.8. The system will detect an alarm as a result of CUTTING or CLIMBING of the 
fence structure.  

3.1.9. The V-Alert System is designed in such a way so that an intrusion attempt will 
be detected to an alarm detection resolution of 3 m. 

 
3.2. Zone Processor Card (Part No. VAPC) and Cabinet (Part No. VAC) 
 

3.2.1. The V-Alert Zone Processing Card is installed in an outdoor cabinet containing 
the V-Alert Zone Processor Card next to or in close proximity to the perimeter 
fence. 

3.2.2. The V-Alert Zone Processing Card can be used to connect 2 sensor cable 
lines, each line consisting of 50 sensors, or 150 m of sensor cable. 

3.2.3. The cabinets are typically installed every 300 m, controlling 2 V-Alert sensor 
lines of 150 m each line.  

3.2.4. The outdoor cabinet will contain a power supply unit and 12V battery to ensure 
that the system continues to operate in the event of a power supply failure. 
The size of the battery is to be determined depending on the amount of back-
up time required.  

3.2.5. The V-Alert Zone Processor Card is designed to work via RS 232 connection 
with the DUAL COMM Communication Card (see explanation below) for the 
transmission of the alarm indications to the Central Control Panel/Receiver. 

3.2.6. It is possible to output the alarm indications by relays with the addition of a 10 
relay V-Alert Relay Card. 

3.2.7. 110/220 V Mains Electricity points must be provided for electricity supply to 
each outdoor cabinet. If it is not possible to supply 110/220V power supply to 
the cabinets then other methods of electricity supply can be considered. 

3.2.8. The cabinets can be heated if the winter weather temperatures are very low. 
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3.2.9. The parameters of each individual sensor are programmed using the V-Alert 
Software application. The sensor parameters are programmed by connecting 
the software application to the USB port on the V-Alert Processing Card in 
order to set the parameters of the sensor lines connected to the Processing 
Card. 

 
4. TYPICAL SYSTEM CONFIGURATION 

 
4.1. LineCOMM or DualCOMM Communication System 
 

4.1.1. The alarm indications from the V-Alert Sensor line will be integrated with the 
LineCOMM or DualCOMM Communication system. 

4.1.2. The DualCOMM System operates as a wireless and/or hardwired 
communication system (RS485 Communication) whereas the newer 
LineCOMM System operates as a hard-wired communication. 

4.1.3. The Communication systems consists of a communication card that transmits 
to the LineCOMM or DualCOMM Control Panel/Receiver. 

4.1.4. The LineCOMM or DualCOMM Communication Card will be installed inside 
the outdoor cabinets that hold the V-Alert zone-processing card. 

4.1.5. For installations not using the LineCOMM or DualCOMM Communication 
System, 10 relay contacts are available on the V-Alert Relay Card.  

 

 

 
4.2. SecurCOMM Central Control System Software   

 
4.2.1. The LineCOMM or DualCOMM Communication system supplied can be 

integrated with a computer-controlled system that will consist of the 
SecurCOMM System Software.  

4.2.2. This SecurCOMM software will centralize all the alarm signals from the 
perimeter security fence (V-Alert System and other systems such as the 
Electric Security Fence), show the site in the form of a synoptic map, and 
maintain and store an events log of all the events occurring in the site.  

4.2.3. Integration with CCTV systems can be completed by matching the 
communication protocol of the DUALCOMM Communication System. 
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4.3. Technical Drawings and Block Diagrams of typical system configurations can be 

found in the following annexes:  
 

4.3.1. Annex 3: Various Technical Drawings  
4.3.2. Annex 4: Block Diagram Complete System 

 
5. PRINCIPLE OF OPERATION 

 
5.1. The V-Alert sensor consists of a small printed circuit board containing electronic 

components that is encased in a weatherproof epoxy housing. Electronic 
components in the sensor detect movement on the fence and convert these 
movements into electronic signals.  

5.2. There are no moving parts in the sensor that are a common source of false 
alarms in other vibration detection systems.  

5.3. Each individual sensor processes data resulting from movements on the fence 
line and transmits this data to the Zone Processor Card.  

5.4. Each individual sensor has its own ID.  
5.5. The continuous data flow from individual sensors is processed and analysed by 

the Zone Processor Card.  
5.6. The Zone Processor Card compares the data from each individual sensor in order 

to detect whether the movement on the fence line is an intrusion attempt or not.  
5.7. Advanced algorithm technology enables the system to detect a REAL intrusion 

attempt that is usually caused by climbing or cutting of the fence or fence wires.  
5.8. The system is monitoring changes in the data flow from each individual sensor 

resulting in an alarm detection resolution of 3m or an alarm detection resolution to 
each individual sensor. 

5.9. An example of the operation of the system in operation can be described as 
follows:  

 
Strong wind on the sensor line causes an entire group of sensors to move. Each 
individual sensor will detect movement, and the electronic signals or data will flow 
from each individual sensor to the zone-processing card. If all the data received 
by sensors in that group of sensors show similar changes, then no alarm will be 
activated. The Zone Processor Card will only alarm when an individual sensor or 
number of sensors transmit data that is DIFFERENT to data received by the 
larger group of sensors at that given moment. The system adapts to the 
constantly changing conditions on the fence. 

 
5.10. The Technical Specifications of the V-Alert System can be found in Annex 6. 
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Annex 1: UNIQUE PRODUCT ADVANTAGES  
 Comparison of V-Alert with existing Vibration Detection Systems 
 
The following table describes the major advantages of the V-Alert System when compared with 
the technology and capabilities of existing systems: 

 

Advantage 
 

V-Alert System 
 

OTHER available Vibration Detection Systems 

 
Individual 
Sensor setting 

 
The sensitivity of each 
individual sensor can be 
adjusted or set according to the 
fence, barrier or object on 
which the V-Alert Sensor is 
installed. 
 

 
It is not possible to change the sensitivity of mechanical 
inertial sensors or the sensitivity of sensors using piezo-
electric technology.  
 
Changing the Piezo-electric sensor sensitivity requires 
replacing the entire sensor line.  

 
NO moving 
parts. 
 
 
 
 

 
No moving parts means that 
parts cannot wear out and do 
not have to be replaced.  
 
The sensor consists entirely of 
electronic parts. The system 
does not rely on the mechanical 
movement of sensor parts in 
order to detect an intrusion.  
 

 
Most systems rely on a mechanical-inertial sensor that 
has moveable parts that are prone to wear out over 
time. The moving part can lock as a result of dust 
entering the sensor which causes the sensor to 
malfunction.  
 
The use of mechanical inertial or Piezo electric 
components rely on a physical movement of the 
detection elements of the sensor. Adverse weather 
conditions can therefore be a common source of false 
alarms in these types of systems.  
 
Changes in the fence structure can cause the setting of 
the vibration sensor to be disturbed, which can also be a 
cause of false alarms. 
 

 
Independent 
indications 
from each 
sensor 
 
 

 
EACH sensor communicates 
independent data to a zone 
processor card. The data from 
sensors is compared with 
adjacent sensors in order to 
establish whether the alarm is a 
real alarm or not, together with 
the exact location of the alarm.  
 

 
Usually one sensor provides an alarm signal, but this 
sensor is part of a GROUP or line of sensors.  
 
There is no independent data received from individual 
sensors and it is not possible to identify which sensor is 
malfunctioning. 
 
 
 
 

 
Higher 
detection 
resolution 

 
The system has a detection 
resolution to the level of each 
sensor. 

 
Detection zones are typically between 100 m to 150 m 
per zone.  
 

 
 
Annex 1 (Continued)  
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Advantage 
 

V-Alert System 
 

OTHER available Vibration Detection Systems 

 
Controlled by 
adaptive 
digital 
technology 
and Low False 
alarm Rate 

 
The constant flow of data from 
each sensor enables the 
system to ADAPT continuously 
to changes in environmental 
conditions.  
 
Low false alarm rate because of 
the systems independent 
sensor data flow. Strong wind 
for example will be experienced 
at the same time by ALL of the 
sensors in that area. 
 

 
Sensors can be adversely affected by changes in 
environmental conditions, which can be a source of 
false alarms.  
 
A typical method of reducing false alarms is to use a 
meteorological unit that lowers the sensitivity of the 
system in adverse weather conditions.  
 
However this also lowers the sensitivity and hence 
detection capability of the system during an intrusion 
attempt. 
 
 

 
Simpler and 
faster 
installation 
procedure 

 
The sensors can be 
installed (on the fence/fence 
wires, wall etc) without any 
need to level or calibrate the 
sensors.  
 
No expertise is required to 
install the sensors on the fence. 
 
This results in LOWER 
INSTALLATION COSTS  
 

 
Sensors need to be levelled and set in order to operate 
without false alarms.  
 
The time taken to install the system is therefore longer. 
This results in increased costs of installation.   
 
 

 
No 
maintenance 
required 

 
The sensors do not require any 
post installation maintenance 
procedures  
 

 
Sensors may have to be reset and levelled in the event 
of movements of the fence infra-structure 

 
Wider range of 
applications 

 
The system suits a wider range 
of applications due to the 
systems technological 
capabilities. The system can be 
installed on electric fencing 
wires, on fencing wires of 
conventional fencing, on walls 
and on burglar bars 
 

 
Competing systems have to have a suitable 
infrastructure on which to be installed.  
 
A suitable infra-structure may have to be built or an 
existing infra-structure may have to be renovated to 
meet the operational needs of the system.  
 
This may be a limiting factor of the system or can add 
extra expenses to the total installed costs of the system. 
 

 
Detection 
Axes 

 
The V-Alert detects and the 
sensitivity of the sensor can be 
calibrated on 2 separate axes 
(X & Y)  
 

 
Mechanical sensors cannot be calibrated at all and 
Piezo-based sensors cannot be adjusted in 2 separate 
axes. 
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Annex 2: UNIQUE PRODUCT ADVANTAGES 
 Comparison of V-Alert with other Sensor Cable, Fence Mounted Intrusion Detection 

Systems: 
 

 

Subject 
 

V-Alert System 
 

OTHER Sensor Cable Fence Mounted Intrusion 
Detection Systems 

(Fiber Optic, Coaxial, microphonic cable etc) 

 
Sensitivity 
and False 
Alarm Rate  
 
 
 
 
 
 

 
The sensor has no moving 
parts and consists entirely of 
electronic parts. The system is 
ADAPTING continuously to 
environmental conditions and 
as a result has a very low level 
of false and nuisance alarms. 
 
There is no need to lower the 
sensitivity of the system in 
order to filter out possible 
problems caused by 
environmental conditions. 
 

 
Mechanical movement of the sensor cable caused by 
cutting or climbing the fence is interpreted as intrusion 
attempt. However these systems are more sensitive to 
false and nuisance alarms caused by extreme 
environmental conditions.  
 
The solution of most systems is to lower the sensitivity 
of the system in order to prevent false alarms. This 
however also lowers the detection capability of the 
system, therefore lowering the level of security in that 
installation. 
 
 

 
Alarm 
detection 
resolution 
 

 
EACH sensor communicates 
independent data to a zone 
processor card. The data from 
sensors is compared with 
adjacent sensors in order to 
establish whether the alarm is a 
real alarm or not, together with 
the exact location of the alarm.  
 
The system typically operates 
on a 3 m alarm detection 
resolution. 
 

 
Usually the entire sensor line zone provides an alarm 
signal. Detection zone lengths are typically 100 to 150 
m, unless more zone processor cards are installed. 
 
There is no independent data received from individual 
sensors. 
 
There are systems that have a 3 m detection capability 
BUT NO OTHER SYSTEM that has the capability  to 
adjust the SENSITIVITY and DETECTION 
PARAMETERS of independent sensors. 
 
 
 
 

 
Individual 
Sensor setting 

 
The sensitivity of each 
individual sensor can be 
adjusted or set according to the 
fence, barrier or object on 
which the V-Alert Sensor is 
installed. 
 

 
It is not possible to change the sensitivity of sensor 
cables technologies and as a result it is not possible to 
install one system on an installation with different 
elements in the same sensor line (such as wall, chain 
link fence, wall, welded mesh fence) 
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Annex 2 (Continued) 
 

Subject 
 

V-Alert System 
 

OTHER Sensor Cable Fence Mounted Intrusion 
Detection Systems 

(Fiber Optic, Coaxial, microphonic cable etc) 

 
Fence Infra 
Structure 
 

 
The system can be installed on 
a wider range of conventional 
fences including electric fencing 
wires, and fences that are in a 
relatively bad condition. 
 
The adaptive capability of the 
sensor causes the sensor to 
adapt to the conditions on the 
fence/fence wires. 
 

 
The fence–mounted systems require the fence to be in a 
good condition. Otherwise the system will be prone to a 
high level of false alarms.  
 
The fence has to be maintained in a good condition in 
order to maintain a good detection capability. 
 
The installation on electric fence wires or barbed wire 
fences is not possible. 

 
Wider range of 
applications 

 
The system suits a wider range 
of applications due to the 
systems technological 
capabilities. The system can be 
installed on electric fencing 
wires, on fencing wires of 
conventional fencing, on walls 
and on burglar bars 
 

 
Competing systems have to have a suitable 
infrastructure on which to be installed.  
 
A suitable infra-structure may have to be built or an 
existing infra structure may have to be renovated to 
meet the needs of the system.  
 
Sensor Cables systems cannot be installed on walls, 
only on specific types of fences. 
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Annex 3: Technical Drawings 
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Annex 4: Block Diagram: V-Alert Communication Integration 

Explanation: 
 
1. BLUE Line denotes communication via DualCOMM/LineCOMM Communication System – providing alarms  

from each individual sensor. 
2. RED line denotes communication via V-Alert RELAY card – providing alarms from groups of sensors. 
  

Central Control 
System – 

Computer with 
System Software  

Communication Protocol from DualCOMM  

or LineCOMM for integration with 
SecurCOMM and/or CCTV/Central Control 

Systems  

RELAYS – 4 
relays for every 

50 V-Alert 
Sensors for 

integration with 
other available 
communication 

systems 
OTHER 

Communication 
Systems  

V-Alert Electronic Cabinet 

V-Alert  
10 Relay 

Card 

V-Alert 
Zone  

Processor 
Card 

DualCOMM 
/LineCOMM 

Communication 
Card  

Wireless 
communication or 

hard-wired 
(twisted pair cable 

RS 485) 
communication or 

BOTH 

DualCOMM 
/LineCOMM 

Control Panel  

SECURCOMM 

Central Control 
System – 

Computer with 
System Software  
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Annex 6: V-Alert Technical Specifications 
 

V-Alert Processor Card 

Operating Voltage 9-14 V 

Input Current 50-250mA 

Number of Sensor Line outputs 2 sensor lines 

Number of sensors per sensor line 50 sensors max (standard) 

Current Limit per sensor line 1A Poly Fuse 

Communication – sensor line RS 485 Balanced 120 Ω HALF DUPLEX 

Communication Frame  9600   8N1 

Communication to PC RS 232 

Communication Frame to PC 19200  8N1 

Processor Card Dimensions 200 x 200 mm 

Memory size 64K 

RTC (Real Time Clock) Hour – Minutes - Seconds  

Mode MASTER 

Programmable Parameters Using V-AlertCOMM Settings Manager  

X-Axis – adjust alarm value  

Y-Axis – adjust alarm value  

Output Signals:  
Relays for sensor lines  

4 Relays for each sensor line 
1 Relays for sensor line CUT for each sensor 
line 

Communication to PC  Individual Sensor Level 

Communication to DUAL COMM 
Communication system 

Individual Sensor Level 

SMS Communication Individual Sensor Level 

Flash memory  

Operating Temperature -30 ° to + 70 ° C 

Storage Temperature  -30 ° to + 70 ° C 

Humidity 20% to 95 % 

Lightning Protection  ESD (Electro Static Discharge) 
  

V-Alert Sensor  

Operating Voltage 8-13.8 V 

Power consumption 10 mA 

Communication RS 485 HALF DUPLEX 

Communication Frame  9600   8N1 

Number axes 2 

Angle between axes 90 ° 

Detection Method PEAK DETECT 

Programming 5 pin connector 

Size Ø 20 mm x 50 mm 

Cable 2 x 2 x 0.5 mm Shielded Twisted Pair 

Minimum Sensitivity ± 0.02 g per axis 

Maximum Sensitivity ± 2 g per axis 

Cross Talk 40 DB 

Operating Temperature -30 ° to + 70 ° C  

Storage Temperature -30 ° to + 70 ° C 

Recommended Installation Temperature -20 ° and above 

Humidity 10% to 95 % 

Operating Mode SLAVE 

 


